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Application Management process

The configuration of HALO functionalities, processes, and lists of values are available in the Application Management menu. It is required that a user
has the Application management role in order to see and access the menu item.

To review the Application Management menu more thoroughly, please check Admin Manual: Application Management and User Administration.
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Application Management Process

In the Application Management process, the user should be able to do the following:
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Release version 4.0
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2 My settings

&% Application management

Process workflows

= List value management overview

$= List values (detailed)

=] Application Log

</> Ul Page snippets

| ¢ Document Templates
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Process workflows includes the list of process workflows available in the modules. In this
section, the user can update/configure; workflows, task actions, days allocated per step,
notifications. To review Process Workflows configuration more thoroughly, please check Admin
Manual: Application Management and User Administration.

The List value management overview is the overall available List values configured in the forms.
The List values (Detailed) menu allows users to update, e.g., Master types list, Tags, Validation
rules, Task actions, etc.

The Application Log is a useful tool for administrators. It allows for the viewing of several types
of logs that are produced as HALO is being used

Document Templates allow users to update WORD templates available for the different process
workflows. These templates render data from HALOPV into a Word or PDF document when
using e.g. Generate document from templates. To know how to update or create templates
review User Guide — How to set up HALOPV Templates.

Note: The user should have Application Management role to perform this action. Some list of
values might be restricted to HALO technical team.



Process Workflows

All processes available in HALO are configurable and managed in the Application Management section.

The Core Process (Modules) workflows and steps configuration are available in the Process Workflows. In the example below, the core
process, Entities, shows two workflows; Entities (External) and Entities (Internal) — Including Workflow owner, Record Prefix and Linked
to Core Process.

Click on the Workflow title of the process workflow to enter the editing page or click the Create Workflow button to configure a new
workflow.

1t Processes
Workflows

[E§ Dashboards and reports

82 My settings

m ﬂ 1. Primary Report
Use case overview H Audit Log J 4+ Create Workflow
&8 Application management -

Actions

Process workflows

Linked to core process = 'Entities’ | |

t value management overview

Warkdlow Workflow title 7= Laat changad Workflow owner Record Prefix Linked 1o cors
identifier date process
1282 Entities (External) 24-JUL-2022 g'i"cir:;ﬁ;ga”'za"o”a' Gl ORG-EXT Entities
<> Ul Page snippets
83 Entities (Internal) 24-JUL-2022 Ganeric Organizational antity ORG-INT Entities

['i Document Templates

processing
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Process Workflows - Create/Edit Workflow

Record Information tab allows to define title, Module, parent and/or child workflow

Create / edit workflow

Record information = Process KPls Priority  Advanced settings

‘Workflow enabled?
Yes No

Workflow title
Entities (External)

Record title label
Entity name

Workflow owner
Generic Organizational entity processing

Attributes

Automatic title keyword context
Enter keyword context

lcon
fa-building-o

(Used in Treeviews on page 6]

Record prefix (10 CH max)

ORG-EXT

Associated core process
Entities

Worklist

Entities worklist

Workflow type
Normal

Default parent workflow v

Default child workflow v

Default details form

Created automatically

Description
Manage Partners, Regulators, Sub-contractors, Committees, and Customers.

o
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Incoming Correspondence flow hd

Default Parent Label

Default Child Label

Workflow Enabled? It will show the workflow in a process/module (No will
hide it from the main application part, i.e. may be appropriate while initially
setting up the workflow and/or underpinning tasks).

The Workflow Title corresponds to the title displayed in the application.
Record title label is used to rename the title's name in the list of records (as
shown below.)

Workflow owner defines who can administer the workflow

Record prefix will allow up to 10 characters and is used to define unique
identifiers in lists of records in the main application, e.g., Product Licenses =
"PROD-LIC".

The Associated core process is a drop-down of available core processes (or
Modules), which will control where the configured workflow will be
presented in the application (or Modules).

The Default Parent workflow will select the workflow (located in the selected
associated core process) that will appear as default when clicking the

Parent record button or selecting parent action.



Process Workflows — Advanced Settings

Advanced settings tab

The advanced settings tab allows for configuring several flags for
elements to be shown or hidden on the processing form or record view,
including Fields, Tabs, and Other.

e Lock of Completion shows completed record as Read-only if select
Yes. If set as No, the completed record can be updated after
completion.

e Role required to create records defines the role that can create
new records.

¢ Role required to change Due by defines the role that can update
Workflow to be completed by in the record information.

e The Other section allows for setting a sort order, which is used for
placing the process workflow in order with other listed workflows.
E.g., Annex A.1, Annex A.2, Annex A.3, etc.

w |
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Create / edit workflow

Record information  Process KPIs  Priority =~ Advanced settings ~ Attributes

Record locking Creation of new records

Lock on Completion

=
Yes Ho Entities processor

Record create buttons
Wizard only

Clicking Edit Task will open a
Workflow tasks list window. ]

Include territory

Include Type

nclu estination
Yes Ho Yes No

Show Notes field?

Role required to change Due by
Entities processor

Tabs
Record information Related record
Print Notificati
Yes No Yes: No
Org. entity tabs
Persons Agreement information Reporting obligations
Products / Studies Roles Organizations
Yes No Yes No Yes No

Custom help URL link

Role required to create recor

ments to w

ds

orking folder when initiating workflowr

Include Assigned to

Yes Ne

Show Summary field?
Yes No

Waorkflow histery

Territories
Yes No
Benchmarking
Yes No

Sort order (in Menu)

@

copyworktow |




Process Workflows — Workflow tasks (steps)

The list of tasks (steps) is sorted by WF task sort order, which significantly determines the main application's step execution
order. The list also shows an overview of the task attributes, including locking the end-user for making changes in the task or
whether it is a manual or an automatic step (a step that includes an Automator).

The pencil icon allows the user to enter the editing view of the step. Use the pencil icon to edit an existing step. If you want
to create a new step, click + Create New Task.

Workflow tasks J

| Audit Log H Return [& |

ﬂ 4+ Create new task

Assigned Days Days overdue Last
Task Wrtask T= | Workflow Task name usergroup allocated before ERos o changed e Automation Lock Disabled
identifier sortorder date type
name (role) for task escalation date
1946 1 Entities Cre_ate;‘Update Entities - B 24- 14- 2 B Iill No
(External) Entity processor JAN-2021 JUL-2022 Manual
1947 2 Entities Review and Entities - B 24- 21- 2 B Iill No
{External) Approve approver JAN-2021 JUN-2022 Manual

w |
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Process Workflows — Workflow tasks (steps)

Create /edit workflow tasks

Task information ~ Advanced Actions KPls Timelines and Notifications  Creation- and Completion notifications
Task information

Task sort order

Task title
Create/Update Entity
move up 4

Task Description
B I = :Z

Disable
Populate the details of the organizational entity in the form and complete workflow
step. Disabled

Yes No
Task steps which are already used in records cannot be d

stop it from occurring in new records.

Task will be assigned to group
Entities processor

Auto assign to group membar?
No

o
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ted

but

' Save

Return &

The Task information tab allows for configuring:

Task title is the title display on the step.

Task description are the instructions for the specific step. The text
is visible in the Task instructions on the record view.

Task will be assigned to group restricts the step to a specific role to
perform the tasks in the step.

Task Sort order will determine the sequence of the tasks/steps in
the workflow.

Auto assign to group member? It is used with the functionality
Auto-assign and Batch actions available in the processes workflow.
There is the possibility of disabling the workflow step. When
disabling, it will no longer be visible in the workflow to end-users.
Select Disable = Yes to disable the step.



Process Workflows — Workflow tasks (steps)

The Advanced tab includes the switches that will change the behavior of the step.

Create /edit workflow tasks

~/ Save Return &

Task information  Advanced Actions KPIs Timelines and Notifications ~ Creation- and Completion notifications

Advanced

Task type
Manual

Enable late task investigation reason?

Main Automation function ‘

Additional Automation function E

OBS: Only selact additional automations, if they support multiple automations in the same workflow task step - otherwise they might
not be executed

Lock related Process record?

Force routing notes on completion? Hide records for other users when individually assigned?
Allow user date override? Execute field validations and auto-tagging?
w
Yes No Validations and tags
Conditional execution
£
Always run

*
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The Task type is, by default, set to Manual, but an Automatic (function)
together with an Automator can be selected instead. All Automators
must be registered in the application back-end before they can be
selected.
Enable late task investigation reason? Users can add a reason if a step
is completed after the due date.
Force routing notes on completion? Enable mandatory notes. Users
are asked to include a note when a step is routed.
Lock related process record? If Yes, it will set the record into Read-only
mode while in this task step. This function is mainly used on
automatic (function) steps to protect from manual overruling while
the Automator runs. E.g., if a user completes the step while the
Automator is running, it might stop the back-end process.
Hide records for other users when individually assigned? Will
determine whether or not a process record assigned to a user will be
visible to other users.
Allow user date override? Will allow for a manual update of the task
completion time ‘Workflow to be completed by’ (located in the record
view.)



Process Workflows — Workflow tasks (steps)

Actions tab - Each task (step) allows adding task actions as Data forms or as additional forms Links / Other

activities. Link (Show on complete) will display the data form (task activity) after the step is completed, e.g., for
record at rest / completed.

Create fedit workflow tasks

e
Task information  Advanced Actions KPIs Timelines and MNotifications  Creation- and Completion notifications

)

Action

Sort order Action type
| = Create Data Collection Program 3 Link Only
= Create PV Agreement 2 Link Only
= External Partner form 1 Link QOnly
1 rows selected

Total 3

\
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Process Workflows — Workflow tasks (steps)

Timelines and Notifications tab

In this tab, various date allocations can be set up to measure timeliness against the actual completion date. Users
with the role configured in the step will be alerted/notified based on the following:

Create [edit workflow tasks

oo 8 =

Task information Advanced Actions KPIs Timelines and Notifications = Creation- and Completion notifications

Timelines and Notifications

Days allocated for task

7

Notify days before due date

Escalate after additional days

Task will be escalated (email) to hd

Create new workflow on escalation ~

o
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Days allocated for task determines how many days
the user has to complete the task(s) in that specific
step.

Notify before due date if notifications are enabled in
the user's profile. A reminder is sent to the users with
the configured role that a task is due soon. Due by
tasks are also displayed on HALO user's task list.
Escalate after additional days if a task is not
completed on the given days. A role can be notified
that users with the role in that step have not
completed their tasks, including email escalation Task
will be escalated (email) to and opening a new
process record in another workflow, Create new
workflow on escalation, e.g., a Non-conformity.



Process Workflows — Workflow tasks (steps)

Creation- and Completion notifications - The notifications can be of different Types;
e  On create — when the workflow is initiated
e  On complete — when a step is completed or

Create fedit workflow tasks

Task information  Advanced Actions KPIs Timelines and Notifications
Pl
S = Type > Group Creator In-app

No No

You can use the following placeholder tags in mail subject and Message fields to add
dynamic content

Placeholder Tag
{MAIL_PARENT_RECORD_TITLE}
{MAIL_MASTER_DUEDATE}

{MAIL_MASTER_TITLE}
{MAIL_MASTER_TYPE}
{STANDARDLINK}

{LINK_PARENT_RECORD}

1-8

Configure more placeholders E,

! .
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Where Clause Message

Creation- and Completion notifications

Mail Subject

=

Re-routed

Routeback

Total 1

Back-end job — it can be used together with 'where-clauses' for additional configuration. This option requires SQL.

The notifications are configurable to include an arbitrary
amount of roles using Add Row.

Tabbing through the notifications table will add a new row
upon reaching the end of the row. Clicking on the Row
Actions button to the left provides more options for cross-row
operations, such as Delete, Add, Duplicate, Revert, and
Refresh - including a custom Message and Subject for each
role. Additionally, you can add a custom Where Clause only to
send notifications when a certain data condition is fulfilled
and options to notify the record Creator. The Re-route option
sends the task to the previous step in the workflow and
notifies the group (role.)

Plaholder tag can be included in Mail subject and Message
fields to add dynamic content.



How to configure List Values

2, .
%\éHALO — System time Q Search

= 09-MAY-2022 11:51:45 +00:00
Release version 4.0

{ar Processes

List value management overview
Eﬂ Dashboards and reports

B e - |
€2 Application management . -
Id List value title

B® Process workflows 1 Territories

*= List value management overview 2 Quick Links

:= List values (detailed) . Regions

B List Value Metadata (expert) 4 .
ain menu

[E) Application Log
5 Forms

<[> Ul Page snippets
6 Functionality Menu Master

[ﬁ, Document Templates

7 My setting functionality menu

2 User administration 9 Task Actions

1n Mactar tuna lict

In the Application management > List value management overview, the user can find available list value elements in the system.
Click on any list element to access the list of values configured for the specific list item. The index of List Values can be adapted to
the agreed criticality level, i.e., some system configuration items can be hidden from certain types of administrators.

To review List Values more thoroughly, please check Admin Manual: Application Management and User Administration.
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How to configure List Values

E\T)
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Release version 4.0
{xr Processes
Ej Dashboards and reports

2 My settings

- SYystemtime
_— 09-MAY-2022 11:57:54 +00:00

List value management overview

o

&% Application management y ﬂ

B Process workflows

i= List values (detailed)
@ List Value Metadata (expert)

@ Application Log

¢/> Ul Page snippets

[Et Document Templates

A User administration

1 Territories

Iso
List value management overview . i
2 Quick Links Requirement Cot{nfry 1= Region LCILETR)
3-digit name
numeric
3 Regions
) Vs _ 999 :Oﬂh ‘No‘rthsm
4 Malﬂ menu merica relan
5 Forms
s R 96 B Brunei
Darussalam
6 Functionality Menu Master
> _ 92 _ Virgin Islands
7 My setting functionality menu L (British)
9 Task Actions Solomon
4 90 =
Islands

o
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10 Master type list

List value items | Territories E

2 Character
abbreviation

Xl

BN

VG

SB

3 character
abbreviation

XIX

BRN

VGB

SLB

Updated

06-
FEB-
2022

17-
JUN-
2021

03-
MAY-
2021

03-
MAY-
2021

Created

27-
ocT-
2021

03-
MAY-
2021

03-
MAY-
2021

03-
MAY-
2021

1-50)

Factory  Limitto 3

Value? rocess
P Grouj

Yes
Yes

Yes

On clicking a List value element, the user can find all available list values configured in the system.
Click on the editicon .©° to view / update / delete the list value.



Creating / Editing List Values

Create/edit List Values

List value information

List value information

Description / Reguirements traceab

Add a link to the requirement or

150 Country 3-digit numeric

Static information

Limit access

Create/edit List Values

List value informatior Static information Limit access

List value reference number List value reference title

1

Created on

03-MAY-2021

724
Last changed
03-MAY-2021
Region
Europe (EEA)
Territory name
Spain

2 Character abbreviation
ES

3 character abbreviation
ESP

Configuration type

Factory Customer

o
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Create/edit List Values

List value information ~ Static information  Limit access

Limit access

Limit to process

Limit to role

Annex Al Data Owner
Annex B.1 Data Owner
Annex B.2 Data Owner
Annex B.3 Data Owner Tech. Providers and Ext. Auditors

Annex C.1 Data Owner

Annex E.1 Data Owner

Clicking on the edit .+ icon will open up the Create/edit List
Values window that displays the details in 3 different tabs:

The List value information tab displays specifics of the list
element.

Static information tab displays specifics of reference number,
title and creation / update data. Data in this tab is driven by
data updates made in List value information and Limit access
tabs.

The Limit access tab displays specifics of Limit to process and
Limit to role. Limit to process dropdown allows selecting a
specific Module that this list values shall be limited to. Limit
to role allows selecting specific configured roles that this list
value shall be limited to.

Configuration type:

Factory: Values marked as factory values can only be edited
by a user with the Global Admin role (in general these values
are reserved by Insife as part of the core application and/ or
are linked to application logic which could be impacted by
updates of the values).

Customer: Values marked as customer values can be edited

by users with the Application management role.
|



Viewing / Editing List Value Metadata

{2} Processes
List Value Metadata

Eﬂ Dashboards and reports

R e B

&2 Application management

Refid NUMVAL1 NUMVAL2 CHARVAL1 CHARVAL2 CHARVAL3 CHARVAL4 CHARVALS CHARVA
P kfl
roeess Horone V4 ist'i?“\g ID HALO WF Task ID ARISG WF - - - -
:= List value management overview LlSt Value Metadata (expert)
i= List values (detailed) p | Active D ingredlent/Allergen This option is used to configure the available attributes of
. supstances 0.
B List Value Metadata (expert) each code list. The code list must be created first before the
(& Application Log /| foreement D - metadata configuration can be made.
¢/> Ul Page snippets R The expert user can find all available list values configured
pplication Log . . . . .
R Document Templates *  Functionality . - back-end in the system. This process is restricted to Insife.
menu
D User administration Argus Safety
. Advanced Unique B Val B ) B )
Conditions identifer alue
(ACs)

o
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Application Log

S1T) . _—
‘&‘éHALOPV — System time

=—  05-5EP-202215:09:17 GMT (Europe/Copenhagen)

Release version 4.0.2

{2t Processes .
Application Log
BB Dashboards and reports

- . Functionality menu
2 My settings ¥

System baseline self-check

3 Application management

Audit Log

5 workflows

Scheduled Jobs

i= List value management averview

. General Application Log
=— List values (detailed)

[ List Value Metadata (expert) System Access Log

[El Application Log Automation log (BOT)

Clicking on Application Log allows the user to check specific application health parameters.

o
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Application Log

Application Log

Functionality menu

System baseline self-check
Audit Log

Scheduled Jobs

General Application Log
system Access Log

Automation log (BOT)

The System baseline self-check allows to review / compare application with
selected baseline.

The Audit Log allows user to review any updates conducted in the application.
The Scheduled Jobs allows user to review all configured jobs along with the
frequency in the application.

The General Application Log allows user to review / monitor all warnings / errors
encountered in the application e.g., failed sent notifications

The System Access Log allows the user to review / monitor the application user
details.

The Automation log allows user to review the log of executed jobs in the
application.

Clicking on Application Log allows the user to perform certain application health parameters check.

o
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Users in HALOPV

{2t Processes
B3 Dashboards and reports
2 My settings

&3 Application management

Q. User administration

Pp User roles

In the User Administration > Users, the authorized user can find all available users in the system and configure new users for HALO.
Click on Users to access the specific user information.

| Note: The user should have User Administration role to perform this action

insife



Users in HALOPV

To review all available users configured in the system, go to the User
Administration Process and select Users.

Ticking the Include Deleted

) Processes Users box shall display
User list

E7 Dashboards and reports users that have been

£ My settings deleted (SOft deletion)

Include Deleted Users

&2 Application management

o e oo e

SR User administration

::;T;'g User Login Full name ::Ztaled User organization E::;ed User Type Deleted
I Martin Holm- 06-MAY- \ - Normal user
9, User roles ) 3901 EGYPT petoraen ot Eaypt affiliate No e No
4041 CHRISTIAN.PEDERSEN@INSIFE.COM Christian Pedersen 27-APR- Insife Germany No e No
2021 account R o R t d. I th
eview Repor ISplays e
4001 RUCHELLE.NOERREGAARD@INSIFE.COM Michelle Nerregaard gg;ur Root organization No NLam;Z' “f[c' No .
\gour list of users and roles
4021 ANAGHA. PRASHANTH@INSIFE.COM Anagha Prashanth 2;;1UN' Root organization No Ni':;zhﬁc' No aSSIgned to them
4067 SHOBHA.KASHYAP@INSIFE.COM Shobha Kashyap o Root organization No IR, No
2021 account
. . . . ~ MNormal user
Click on the pencil icon to view/ update/ delete a user. aton No account No

To create a new user, click on the Create button.

o
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Creating Users

User information O

User login details Notifications and Workflow
r
. Date cr E
User login
Yes No
Password
(Mandatory for initial creation. When gaving an existing user, use this field to Enable noles on task completion
update the user password) —— —
Yes No
Full name
Assignments and Experience
Organizational Entity User lype
~
Normal user account Allow lask assignments Lo me Experience level
e
Yes No New hire
Organizational data access
Delete user? Lock
= Organization Yes No Yes No
i f I lists ! ] L
pL t 1s (Audit trail L

Mo other organizations configured

Fill in the user login details: user login, password, and organizational entity.
Click on Create to have access to the button Setup roles. Proceed to assign roles to the new user.
Note: Users can belong to more than one organizational entity

M/
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Update Users Password

[V 5 o &

User information

User login details

User login
MICHELLE.MOERREGAARDEINSIFE.COM

Password

Date created
05-DEC-2021

Update on save?

0O ves
[Mandatory for initial creation. When saving an existing user, No
use this field to update the user password)
Full name
Michelle Nerregaard
Organizational Entity User type
Root organlzatim Mormal user account

I

Notifications and Workflow

Email notifications Enforce secure mail?

If set to Mo, users cannot
receive reports in Emails -
instead the user receives a
link to HALO

Enable notes on task completion

Assignments and Experience

Allrur fock sccinmmantc fama | Furmariancas ksl

To update a user’s password, tick Yes to Update on save? And type a new password using

the field Password and click on Save.

Note: The user should have User administration role to perform this action.

M

0’ .
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Editing Users

User information O

To edit a user, click the edit icon

- - = for the selected user will open up the
Lo User information window that
—— e o e displays the details with three main
e o sections, User login details, Contact

Yes

- details, and Notifications & Workflow.

E 7 The User login details section displays
'oot organization jlormal user account Specifics of the Selected User.

Password

Yes No Transition

Organizational data access

e Organizational Entity are mandatory
during new user creation.

Organization & o

Root organizatio

Total 1

Contact details

User login is unique in the application
and cannot be duplicated.

Home region v

Home territory v

User email
GYONGYI.MEZEY@INSIFE.COM

Offirs Phone

o
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Creating / Editing Users

Contact details

Home region ~ Home territory v

User email

GYONGYI.MEZEY @INSIFE.COM

Office Phone

Mohbile

f you sign in using MFA (multi-factor approvall, you must enter 2 numeric phone number including country-code - i.e 45123456789

FAX

The Contact details tab section specifies the selected User location and contact details. None of these fields are
mandatory for user creation. Although if no email address is added, the user will not receive notifications from HALOPV.

o
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Creating / Editing Users in HALO

Notifications and Workflow

Email notifications Enforce secure mail?

Yes No Yes No

Enable notes on task completion

Yes No

Assignments and Experience

Allow task assignments to me Experience level

Yes No Transition

Locking and deleting

Delate usar? Lock usar?

Yes No Yes No

Removes the user from all lists except historic Prevents the user from logging into the systel

rds (Audit trails etc.)

o
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The Notifications & Workflow section displays options for the user to set the
option of email notifications from the system and configure whether to populate
workflow notes when the user completes or routes back a workflow task. None of
these fields are mandatory for user creation.

Remember to enable notifications to ‘Yes’ if the user should receive notifications.

The Assignments & Experience section displays options for the user to set if they
were available for task assignment and can set the user experience level.

The Locking & Deleting section displays options for the user to remove user from
the list and allow/prevent user to log into the system.



How to review User roles in HALO

Manage user roles

o

Limit

IEHALOPV

Release version 4.0.2

{2} Processes . . Directory name for
Usergroup name (Role) Factory Modified Process link subscription sutometic synchronization
rights to
ER Dashboards and reports +  Aggregate Report Medical 31-MAY-2021 Aggregate Reporting .
: Yes . User admin -
: Writer 04:32PM Module

43 My settings 31-MAY-2021 Aggregate Reporting

04:33PM Module

% Application management s 23-SEP-2021 Aggregate Reporting i
' Aggregate Report Approval L 08:57PM Module User admin -

Aggregate Report Reviewer Yes User admin -

,Q?, User administration

03-JUN-2021 Aggregate Reporting

Aggregate Reporting Module Yes 12-:47PM Module User admin -
1 Users s . 03-JUN-2021 Clinical Studies . _
-Q- . Study processing Yes 08-57AM Module User admin
Sy User roles . - . 04-JUN-2021  Clinical Studies .
. Clinical Studies Module Yes 07-47PM Module User admin -

In the User Administration section on the process User roles, the user can access all available roles in the system.

i Note: The user should have User Admin role to perform this action

insife



Ty p e S Of ro I e S Limit subscription rights to Defined User Group name (Role) Description

User admin Entities Module Gives access to the module
. User admin Generic Organizational Entity Role Workflow owner
The example below shows the types of roles created for the Entities
Module. Note that all roles are restricted to the User Admin role User admin Entity Processor Role can create records and assign due date
. ’
which means that only users with the User Admin role can add these Role can review and approve the information available in the
User admin Entities Approver approval step
roles to other users.

e —
A\, _ Module role
3Y2HALOPV s

06- Gives access to the Module @ Send back task
Release version 4.0.2 (Ew e.g. Entities MOdU/e

ABC-DK (ORG-EXT-6404370) - Clinical site (Revision 1) [ Entities (External)

{2} Processes

~ Workflow owner role; users can access the

Task instructions Task activities (red status means mandatory)
o workflow, e.g., Generic Organizational Entity Role Please review and approve the
— My tasks . e
” Main workflow role; users can create new records information in the form(s). Dataforms Statug
7~ Active .
- and assign a new due date (Workflow to be & External Partner form (o ]
1B Agreements completed by), e.g., Entity Processor Aboat
Available workflows Functionality menu Priority: Set priority Workflow Step role
& Product Ma User can access the task activities / task actions in the
Role to process task: 9 Entities ste

> Labeling 2 Entities (Internal) EH Entities approver P-
&t Note: The workflow step role can be the same as the

nvironment Overview . . ong 9

Aot B2 Entities (External) Assigned user: Assign user | process role, e.g., Entities review
Device Incident Processing Assignio me | Auto-assign

Task due: (© 20-JUN-2022

Workflow due: @ 20-JUN-2022

The example shows 3 levels of roles needed in order to access the Module, the Process Workflow, and a specific step.

o
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Adding roles

The Setup roles button allows to view / select user group(s) for selected user. None of these fields are mandatory for user creation.

User information O

E’ Setup roles

User login details Notifications and Workflow

User login Date created Email notifications Enforce secure mail?

If set to No, users cannot

Update on save? receive reports in Emails -
Password o instead the user receives a link
(O Yes to HALO

(Mandatory for initial creation. When saving an existing user, use this o No

field to update the user password) Enable notes on task completion

Yes No
Full name
Gyongyi Mezey
Organizational Entity User type o Assignments and Experience
DemoCorp Normal user account
Allow task assignments to me Experience level
ear v
izati Yes No Transition
Organizational data access

H Add Row Locking and deleting

ML
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Adding roles

The Add role button allows to add a role for selected user. One user can have multiple roles.

User admin - List groups of selected user O

-

To add a role, click on Add role. Search the new role from the available list and
User name
MICHELLE.NOERREGAARD@INSIFE.COM click on Setup subscription_

a v | st |

Current subscriptions to usergroups

K4 Annex A1 Data Owner
V4 Annex B.3 Data Owner Tec
|
'I' Application management
Aggregate Report Approval
~ o
' 4 Automations Aggregate Report Medical Writer
4 Data Collection Programs Aggregate Report Reviewer
. Aggregate Reporting Module
' 4 Global Admin
: Annex A1 Data Owner
N . .
.' ICSR Medical Review Annex B.1 Data Owner
/ ICSR Quality Control R
Annex B.3 Data Owner
s, Nullification
’ Annex B.3 Data Owner Tech. Providers
V4 QPPV Office
V4 Triage
4 User admin

e
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Adding roles in HALO — Read-only mode

Roles can be assigned as full access or Read-only mode.

User admin - edit / add group subscription

Ticking on Read only mode will give

. access to user, but no task actions
MICHELLE can be performed in the step. The
——— record will show the “Lock record”
Entities reviewer E Read only attribute

Remaove subscription

Update subscription

View/edit record

& —> (] Create/Update Entity —3(T) Review and Approve

0@ J Lock (5 Close X soe
HC Italy (ORG-EXT-6408500) - Authority (Revision 1) Entities (External)

Task instructions Task activities (red status means mandatory)

Please review and approve the
nformation in the form(s). Data forms Status Links / other activities

B External Partner form o [3 Create PV Agreement

*
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How to configure/update User roles

{2} Processes
Manage user roles

E§ Dashboards and reports

2 My settings n

@2 Application management
Usergroup name (Role)

8 User administration
Aggregate Report Medical Writer

Q Users
]| 7 | roomosteRevortroproa
’ S

Agaregate Report Reviewer

Aggregate Reporting Module

Study processing

Investigator

Clinical Studies Module

Automations

Communication [ Interactions Module

Factory

Yes

Modified

27-JUL-201
11:24AM

27-JUL-2021
11:26AM

27-JUL-2021
1:24AM

27-JUL-2021
1:22AM

27-JUL-2021
11:30AM

24-JAN-2021
01:04PM

27-JUL-2021
11:29AM

24-JAN-2021
01:04PM

27-JUL-2021
12:36PM

Process link

Aggregate Reporting Module

Aggregate Reporting Module

Agaregate Reporting Module

Agaregate Reporting Module

Clinical Projects | Studies Module

Clinical Projects | Studies Module

Clinical Projects | Studies Module

Communications / Interactions
Module

Communications / Interactions
Module

Limit subscription rights Directory name for automatic
to synchronization

User admin
User admin
User admin
User admin

User admin

User admin
User admin

User admin

On clicking on User roles , the user can find all available user groups / roles configured in the system.

Click on the edit icon

-~ for view/ update/ delete the User group/Role.

New role can be created from this screen by clicking on Create New User Role button.

Note: The user should have User Admin role to perform this action.

o
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How to configure User roles

Create / edit user groups )

Usergroup Name

Aggregate Report Medical Writer

Process link

Aggregate Reporting Module

This value is used to link access roles to core processes. The value is used to determine dashboard access: Users will only
pe able to see dashboard data for a certain process, if they subscribe to at least one group which is linked to the process. |
If the group is not linked to business process, then select the generic process “Internal / System configuration”

Limit subscription rights to members of
User admin

Factory configuration?

°Yes- ) No

Directory synchronization

Synchronize with S50 / AD?

|

Cr———— T == T e T e————]

Clicking on the edit icon ~* to find details of the user groups / roles configured in the system.
User can also edit the same fields for creating new roles.

\W.
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